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Introduction

The purpose of this document is to provide the system requirements and pre-
requisites before installing the gytpol Validator product.

Checklist

Verify all the following gytpol requirements are met prior to installation of the
gytpol Validator software:

e OS —forthe gytpol Server

e Server Sizing — based on number of users and computers

e Users and Groups — in Active Directory and the gytpol Server
e Server Software - for the gytpol Server

e User Interface — web browser for the end user of gytpol Validator

e Client Requirements — for servers and workstations covered by gytpol
Validator

¢ DNS - additions for proper routing to gytpol Server

e Ports — what ports should be open on the server and the client side

e Antivirus — prevent blocking gytpol Validator from proper execution

Find additional help in Appendix: Detailed Configuration Instructions when

required.
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OS

 Dedicated physical or virtual server (Windows Server 2016 (Standard) or

gytpolv

Windows Server 2019)

Server Sizing

RAM (GB)

System Storage (GB)

CPU (# Cores)

16

80 8

Users and Groups

Permissions

Follow the table to set the permissions regarding the user and the group:

Type

Name

Permission set

AD + AAD
User

gytpolSv
c

On the gytpol Server (follow hyperlinks for how

to’s):

e Member of Domain Group: ‘Performance Log
Users”

e Local admin on gytpol server

e lLogon as a service

e Logon as a batch job

GPMC permissions
AD Replication permissions

In case of using Azure AD:
Add the user to: Global Reader + Security Reader

AD
Security
Group

gytpolAd
mins

e gytpolsvc user should be a member of this
group

e Add members that should have access to
Validator dashboard

Follow the How to Test Permissions instructions.
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Server Software

Requirement How to Verify
Web Browser supports Chromium for Edge or Google
Chromium Chrome version 80 or higher

.NET 4.7.2 installed
PowerShell minimum versionis | How to Check PowerShell Version
5.1 and Restriction Mode

Make sure the PowerShell scripts
is not set to “Restricted” in any of
its category

IPv6 disabled How to Check if IPv6 is disabled

Windows Firewall is at ‘off’ state | How to check if Windows Firewall is

(service should be up and at ‘off’ state

running)

IE enhanced disabled How to Disable Internet Explorer
Enhanced Security Configuration

UAC disabled How to Disable User Account Control

UAC
Proxy is not configured How to Disable Proxy Settings

After committed changes -
restart the remote machine

User Interface

e Physical or virtual machine running at least Windows 7 SP1
e Chrome browser running version 80 or later (or MS Chromium Edge)

Client Requirements

e Task Scheduler enabled for both user and computer
e Event viewer enabled for user and computer
e RSOP allowed
e PowerShell 2.0 or later
o Recommended: if PowerShell scripts are Restricted, set PowerShell
scripts to: “All Signed” (or anything besides “Restricted” or “Remote
Sign”, preferred: via GPO)
o Enable running PS scripts to users
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DNS

From a server running DNS (or an IT admin computer):

e Press Start and type Powershell - click on the Windows PowerShell

e Type dnsmgmt.msc

¢ Navigate to the tree name of the organization

¢ Right click on the tree name > Add CNAME Record

¢ Inthe name value type _gytpol

¢ Inthe CNAME record click Search and drill down to the tree level where

gytpol server dns name is written and select it - click OK

e Review the results and click OK

e Testing the record:
o Click start - type cmd - double click to open the cmd windows
o Type: ping _gytpol
o Make sure you get the same IP as gytpol server

ER Administrator: Command Prompt

C:\Windows

Pinging pgytpol [192.168.35.77] with 32 bytes of data:
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Ports
From To Port number Purpose
All gytpol Proxy Server 9093 HTTPS
Computers 9090 (Windows? HTTP
only) (data is compressed
and encrypted)
All gytpol Cloud Service 443 HTTPS (Automatic
Computers ( https://gytpol-cloud- updates and Remote
api.azurewebsites.net/api/v1.0 Employees) —In case
) gytpol cloud service
connection is desired
gytpol DC’s 389, 9389, 636, 135, GP PS queries +
Validator 138139, 445,464,583, | 5p modeling queries
Server 3268, 3269 +
Dynamic ports
(49152-65535)
gytpol gytpol Cloud Updates 443 HTTPS (Automatic
Validator ( https://gytpol-cloud- updates and Remote
Server api.azurewebsites.net/api/v1.0 Emp|oyees data
) pulling) — In case
gytpol cloud service
connection is desired
gytpol Azure (including: AD, M365, | 80, 443 HTTP + HTTPS
Validator | InTune)
Server
IT Admin gytpol Server 3389 RDP
Computers 9093 Ul - HTTPS
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Antivirus

Exclude the following directories in the AV for gytpol server:
 (gytpolinstallation directory — i.e. ‘C’ or ‘D’ drive):
LOCAL SERVER\ (Local Drive)\ gytpol
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Appendix: Detailed Configuration Instructions

How to check if Windows Firewall is at ‘off’ state

1.  On gytpol server click on “Start” and type Powershell > click on “Windows
PowerShell”
2. Type firewall.cpl
3. Make sure the following components are set to “off” (red X):
e Domain networks
e Private networks
e Guest or public networks

B Windows Frawal - O
T i ~ System and Secunity Windows Feewal v & ' t . £
Help protect your PC with Windows Firewall
Cantrol Parel Home olp protect your PC with Windows Firewal
Windows Frewall can help prevent hackers o malicious softwale from ganing access to your PC
*  Allow an app or featuee thwough the Intemet or 8 network
through Wimdows Firewall
) (hange notitication settings 1 These settings sre being managed by vender appication McAfes Host intrusion P
Fowwali
) Turn Windows Firewal on or
off
) Restore detaults . g Domain networks Not connected
9 Advenced sethings )
g Private networks Not connected
Troubleshoct my network

.9 Guest or public networks Connected

4. In case at least one on them is set to “on” (Green)
a. Click on “Turn Windows Firewall on or off” and change all of the tabs
to “off”
5. Type servicesmsc
6. Onthe right pane, find the service Windows Firewall and make sure the
service is set to Automatic and is running

I Senviem fhacal Narre Descrigtion St Hetup Toe

7. If the service is set to stopped and the Startup type is disabled:
a. Double click on the service and change the startup type to
Automatic, click on the Start button and wait for the service to start.
After it is done click OK
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Windows Firenall Properties [Local Computer) X
Gen=dd LogOn Hecovery Dependences
Service name: MpsSwe
Display name: Windows Frewal

Description Wincows Frewal hebps protect your comouter by &
preverting unathoszed uses fom ganng access

Path o sxecuizbie

Coendows system 32'svchost &xe & LocaSenaceNoNetwadk

Satpype: | Adomatc |

You can speciy the stan parameters Tt apofy when you start the service
from here

b. Ifitis unable to change — check the Group Policy in a case the
Windows Firewall service is Disabled

How to Check if IPv6 is disabled

1. Inthe gytpol server, click on the Start button and type regedit and select the
regedit icon:

2. Navigate to HKEY_LOCAL_MACHINE - SYSTEM - CurrentControlSet >
Services - TCPIP6 - Parameters
3. Right click on Parameters - New - DWORD (32-bit) Value
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Collapse
New ' Key
TP
sl String Valee
Ev LOCAL MaC Do Sty i
Rensme OWORD (32-bet) Value

JIRD (64-bit’ Vb

Bport QWORD (68-bit) Value

o Mults-5tring Value
ermissons.

Expandable String Vehue
—

4. Replace the New Value #1 with DisabledComponents
5. Double click on DisabledComponents and set the value to ffffffff and press

OK
_?_-';:-'] DisabledComponents REG_DWORD 0x00f
Edit DWORD (32-bit) Value >
Yalue name:
| DizabledComponents |
Yalue data: Base
|[-[-H-[+[-f | (®) Hexadecimal
() Decimal
Cancel

How to Disable Internet Explorer Enhanced Security
Configuration

1.  On gytpol server click on “Start” and search for Server Manager

2. When the console loads go to Server Manager > Local Server

3. Inthe Properties section, scroll to the right until you see this option: IE
Enhanced Security Configuration, and toggle the setting to Off

4. Inthe Internet Explorer Enhanced Security Configuration window, disable
the IE ESC for Administrators and Users, and click OK
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es on policy

. ;‘:l P omasge  toas  NEEH

B Local Server

y " 5
W& Al Sorvers Workarug WORKGROUP te i
W File and Storage Senaces » 1 checked fc at Today at 945 AN
Pubiiici On plinchzs, Exror Reporti off 2
Enable RS e S -chrk here
C Tagening T . e " 1) B agen, M
Sy 7 Intemet Explorer Enhanced Security Configuration 0.2 76 Eactrvibed
Tiernet Explorer Erhanced Security Configuraion (JF E5C) reduces the
exposure of your server 10 potentiol attadks from Web-based conterd,
Internet Bxplores Enhanced Secunty Configuraton & enabled by
defaut for Admnistrators and Users groups:
Haraware mfo Admrstrators)
% O on(Recommended)
set both
> = X
SRS Ly options to off
ks and then press s
Users:
on the ok S
g ) On (Recommendes)
button
o @on
NS238801 )
NS235601 9 ¢ adut intarnet Explarer Enhaoced Seaunty Condauraen
Ns238s01 O
NS238901 ok | [ coxs | o 63201455657 aM
T Coooiicaaa oy

How to Disable User Account Control (UAC)

On gytpol server click on “Start” and search for Control Panel

When the Control Panel opens - Click System Security

Under Action Center, choose Change User Account Control settings
Move the slider bar down to the Never notify selection and click OK
Reboot the machine for changes to take effect

oA W

= User Account Control Settings =1

Choose when to De nofimed about changes o your computer

User Account Contref helps prevent potentially harmful programs from making changes to your computer
! 1 18 gl 3 | ) fir

Always notify

- - Never notify me when:
®  ZApps try to matall software or make changes to my
computer
® | make changes to Windows settings
e 0 Notrecommended

Never notdy

www.gytpol.com <] contact@gytpol.com




gytpolv

How to Disable Proxy Settings

1. On gytpol server click on “Start” and search for Internet Explorer
2. When the Internet Explorer loads - Click the Tools button and then select

Internet Options
Microsafl = Official H... n
Print )
File
Zoom (125%) >
Safety

Add site 1o Apps

View cdownloads Ciri+d
Manage add-cns

F12 Developer lools

Go 10 pinned sites

Coenpatibility View seltings

Intemet cpbons
About Internet Explores

3. Click the Connections tab and then select LAN settings

Internet Options ?

Genersl  Seonfty Privacy Contest Connections  Programs  Advanced

< o T2 set u@ 20 INeret ComnaTaon, dkk Setup
Sehp ——

Duab-ap 0o VWil et IsOWOrE MetIngs

Add

Asd VP
Rerrarve

Cheose Settngs ¥ yoo need to configore a prowy Sefinge

perver 130 & tarmechion

Local Arme Netwarh (LAN) settzzgy

LAN Settivgs de not 2pply 10 dod-up LAN tottngs

menectons. (roose Settags sdove for dav-up

g

4. Uncheck the check box for Use a proxy server for your LAN

Proxy server

] Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

B0 Adua

Bypass proxy server for local & ‘gg'les

I oK l Cancel

5. Press OK > OK > OK
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How to Check PowerShell Version and Restriction Mode

1. On gytpol server click on “Start” and type Powershell > click on “Windows
PowerShell”

Fext ik

ivy Winoows Powe el 15
*

O Dettigoeeie Packacss Matucer

PosniShed
Posmersted! Secuan,
B Powerhel
¥ PowerShetTook Y5017 vey
3B My it "
v

2. In the WindowsPowerShell window type: $PSVersionTable.PSVersion

3. Make sure the Major is set to 5 (or above) and the Minor is set to 1 (or above)
4. Make sure the PowerShell scripts is not set to “Restricted” in any of its
category: in the same PowerShell windows type: Get-ExecutionPolicy -List

PS C:EUsersthWWEtiGODQWE DFiveig&tqu_PDc\OpenU} Get-ExecutionPolicy -List
Scope ExecutionPolicy

MachinePolicy Undefined
UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine uUnrestricted
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How to Test Permissions

1. Open GPMC.MSC with the user created under section (2)
2. Navigate to “Group Policy Objects” and make sure you see all of the items:

b fs Forest: gytpol.com
v 55 Domains
v i gytpol.com
i/ Default Domain Policy
= TestGPO
v 3| Domain Controllers
] Default Domain Cont
v = Group Policy Objects
=] Default Domain Cont
=/ Default Domain Polic)
=] Test GPO
+ WMI Filters
) Starter GPOs
(@ Sites
52 Group Policy Modeling
4 Group Policy Results

3. If you don't see the items, open GPMC as administrator and go to Group
Policy Objects
o Ontheright screen go to Delegation
o Click “Add.” and choose “gytpolsvc™ > OK
4. Navigate to “Group Policy Modeling” and simulate scenario:
o Right click on the “Group Policy Modeling” - Group Policy Modeling
Wizard

s&2 Group Policy Modelina || |
4 Group Paolic Group Policy Modeling Wizard...

Mew Window from Here

Help

o Click next > Choose your domain + your PDC server and click next

The smutation padconed by Group Policy Modeing must be procsssed on & doman conolar rurnng
Windows Servwr 2003 or W

Show domain contoliens n s dooan
Grpdd com

Procass the sesulaton on thes doman cortroler
() Any avalstie domain contoler nrning Windows Servey 2000 or later

(@) This domain contraier

Narve Ste
Owlmft Fred-She-Name
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o Under “User Information” — select “User.” and “Browse..” your
username, and under “Computer Information” — select “Computer.”
and “Browse..” your computer name - Click next

Exmrpie cortaner nane CHwlwers DCmgytoa! DCwcam
Exarrgle User or coputer SYTPOL Adesristranor

Sreute pobcy setings for the fllowng

User nfomaston

2 Cortsiner

&) User GYTPOL\gypd _gorre Ervne
Computer nomation

O Cortaner

® Computer GYTPOLGYTPOLSRY

15k o the Sl page of the wineed ot collecting stkStione dees

o o

o Select “Loopback processing” — choose “Replace” and under “Site:” -
select your site name - Click next

Simulste poloy Implementation dor the fclowng
[ Sow nerwark conrmctan for exatgie s delop conmmctan)
I Locctack poceswy
18 Raglace
(O Merge
Ste
Def el Froe Ste Narrn

[T] S 1o tre final page of th waard sthou codectng addtonal data

« Back I Next > Cancet

o Continue clicking next until the wizard is finished and review the
results
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Add the gytpol user to the Domain group: “Performance
Log Users”

1. From a computer running RSAT (aka Active Directory tools) open cmd

2. Open Active Directory Users and Computers: type dsa.msc and press ENTER

3. Search the Active Directory for the group “Performance Log Users”

4. Double click on the group and go to Members > Add. > type the name of
gytpol user (you created earlier) and press OK - OK > OK

Adding a local admin

5. On gytpol server open cmd

6. Type:lusrmgr.msc

7. On the left pane select Groups, on the right pane double click on
Administrators

B lusimegy - [Locat Users and Geeups (Lecal)\Greops|

File Acticn View Helbp

- ) X = B m
A Local Users and Grougs (Lecel) | pame Description
L
C:”" % Access Control Asvist Members of this group cen remot
o BY admwinksbos Advimidivbors hive compleie soe |
8. Click “Add.”
Leacs
L Adwrerston
==
1 Select Users
Degorption et
izt
SEE Seect this cbinct e
Merbes Uners or Bt smcsty pcpels G Types
& cusnTAoMn Fom s bosten

152188 [woeaniLETLC Locssore
1513

Adearcn: Cancel

Tharget % & user's goo rerdenhe

E - o 0 et vw ot e nest re te
e bge on

oK Cavced Help

9. Make sure “From this location:” is set to the domain name and not the gytpol
server
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10. Under “Enter the object names to select” type gytpoSvc - click on “Check
Names” and wait until you see the name with underline and with the
domain name and press OK

Logon as a service

1. If there are no Group Policies with “logon as a service” restrictions, you might
leave it asitis
2. If there are Group Policy with “logon as a service’ restriction:
21. Go to a computer where Group Policy Management Console (GPMC) is
installed (it is installed by default on all of the Domain Controllers)
2.2. Open cmd as administrator and type gpme.msc
2.3. Go to the policy where the restriction is set and right click - edit.
2.4. Navigate to Computer Configuration > Windows Settings > Security
Settings > Local Policies - User Right Assignment
2.5. Double click on “Log on as a service”
2.6. Click on “Add User or Group”
2.7. Type gytpolSvc and click on Check Names
2.8. Make sure this is the user and click OK

Logon as a batch job

1. If there are no Group Policies with “logon as a batch job’ restrictions, you
might leave it asiitis
2. If there are Group Policy with “logon as a batch job” restriction:
21. Go to a computer where Group Policy Management Console (GPMC) is
installed (it is installed by default on all of the Domain Controllers)
2.2. Open cmd as administrator and type gpme.msc
2.3. Go to the policy where the restriction is set and right click 2> edit.
2.4. Navigate to Computer Configuration - Windows Settings - Security
Settings - Local Policies > User Right Assignment
2.5. Double click on “Log on as a batch job”
2.6. Click on “Add User or Group”
2.7. Type gytpolSvc and click on Check Names
2.8. Make sure this is the user and click OK
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DB Creator

1. Log in to the system using my_domain\my_account or the local system
administrator.

2. Log in to SQL Server using administrator (sa) permissions or the local
system administrator.

3. Expand the Security folder in the navigation tree.

4. Right-click the Logins folder and select New Login ..

5. Under General on the New Login dialog, complete the following actions:
5.. Select Windows Authentication.
5.2. Click Search, enter a login name (for example, gytpolSvc), then click

Check Names.

In the dialog, verify the resolved account my_domain\gytpolSvc.

7. Under Server Roles, add the dbcreator role and click OK.

8. The new database user has sufficient privileges to install Server
Automation.
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GPMC Permission

Active Directory Delegation — Group Policy Permission

1.  Open Active Directory Users and Computers
2. Right click on "yourDomain.com” - Delegation Control:

: Active Directory Users and Computers

File Action View Help

&= | rnE B XE G

Mam
i) G]

3. Click next > select gytpol user (mentioned in the table below)

: Active Directory Users and Com
| Saved Queries

~ 3 gytpol.com
4 Delegate Contral...

Dubagencn of Confmo Weead

Users or Crouge w5
Selacs W OF DOYS LEETE OF FYLEE 13 WNOM YU KT 20 delegas tortxd f‘ N

Sewctyd ey wed guan

LN pvoct s oyt g gyt omd

AM Fewne

4. Click next - Under “Tasks to Delegate” Select the following:

a) Manage Group Policy links
b) Generate Resultant Set of Policy (Planning)
c) Generate Resultant Set of Policy (Logging)
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yes on policy

Delegation of Control Wizard x
Taska to Delegate rpi),
Yo can pelect common tasks or CUROMIte your own '; *

(@) Dedagate the fobowey) common Lasks
[; Faad ol user rfomaton ~
[2] Modty the membership of & group

L Jon a conputer to the comain

8a] Meroge Groug Pobcy iria |

] Generste Resutart 5ot of Polcy Panrmg)

[Z] Garwrate Resukart Set of Pobey (Loggng)

[] Create, dulete, and manage netOngPeson accounts v

< >
(_Croste 2 cusom task {0 delegate

5. Click next and Finish

Active Directory Delegation — AD Replication Permissions

1.  Open Active Directory Users and Computers
2. Right click on "yourDomain.com” - Delegation Control:

: Active Directory Users and Computers
File Action View Help
e nm F8(XEE

: Active Directory Users and Com

MNam

| Saved Queries

. G
v 5 gytpol.com
| Delegate Contrel...

3. Click next > select gytpol user (mentioned in the table below)

Delagencn of Conmoh Weend
Users or Crouge w5

Selecs W OF DEYS LI OF JTAEE 18 KOO YA KT 0 delegats ot 1 2

Sewctyd ey el guan

e e

4. Click next > and choose “Create a custom task to delegation”
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yes on policy

Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

(O Delegate the following common tasks:

[[] Create, delete, and manage user accounts A |
[T] Reset user passwords and force password change at next logon

[[] Read all user information

[7] Modify the membership of a group

[] Join a computer to the domain

7] Manage Group Policy links

[[] Generate Resultant Set of Policy (Planning) v |
< >

@ Create a custom task to delegate

5. Click next > leave the default choice (This folder. existing objects in this

folder. and creation of new objects in this folder)

Delegation of Control Wizard

Active Dwectory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:

(@ This folder, existing objects in this folder, and creation of new objects in this folderll
(O Only the following objects in the folder:

[[] account objects 1
[[] aCSResourcelLimits objects
[C] addin objects

[[] addiType objects

[7] adminE xtension objects
[] applicationersion objects |

— 2

Create selected o

biects in this folder

ed objects in this folder

Delete selec
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yes on policy

6. Click next > check the “Replication synchronization”

Delegation of Contral Wizard

Permissions
Select the permissions you want to delegate.

Show these permissions:

V] General
[] Property-specific
[] Creation/deletion of specific child objects

Permissions:
[ white All Properties
[C] Read and wiite domain password & lockout policies
[] Replicating Directaty Changes
[ Replication synchronization
[T] Manage replication topology
[C] Change PDC

7. Click next = finish

Group Policy Links Permissions

1. From a server running GPMC (and is not the Domain Controller) — start the
GPMC with gytpolSvc user

2. Expand the tree and make sure the user can see all of the linked Group
Policies:

3. Incase the user has “Inaccessible™

& rowp Pty Mavsgervent - )
g Fiv Acice  Yew Wirdow el

P 0 x 1M
o O Neceret-Worndewn 10 * | Sachar Huts 728

" 2 SR - 2

O Mapate 70 | bt Grece Poicy Obvocts  Grous Py baitaree Dby
i MO_Bd

b MNechiey Lebochor TH R Onie o Erdorued

O YRt ()

b W Nl Wnows 10

v, M Pvedonst Wirsbran
v & Ranu

w Prorters TWY

o WM RN ons
v = Secher Hatz N8

4D Inecceistie

4. Open the GPMC with a privilege user - navigate to the OU with the
Inaccessible group policy link (as a privilege user you should see the name
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of the policy) > click on that policy  on the right pane navigate to
‘Delegation” tab

5. On the bottom of the delegation tab press “Add.” > select gytpolSvc (or:
Authenticated Users) - click OK

6. Inthe window after leave it with Read permissions and press OK

Make sure you do not miss any Group Policy Object behind
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