CYTPOL

GYTPOL Validator

Client Deploy via GPO using Task
Scheduler

Doc: GYT-TEC-009
Release: 02
Date: 28th June 2022

Confidential: GYTPOL and approved recipients

@ www.gytpol.com D<) contact@gytpol.com




CYTPOL

Total pages: 9

Doc. Title: GYTPOL Validator
Client Deploy via GPO using Task Scheduler

Doc. No.: GYT-TEC-009 Classification: Confidential

Revision: 02 Restriction: GYTPOL and approved recipients

Date: 28th June 2022 Customer:

Owner: Mark Zuk Reviewers/ Matthew Album
Approvers: ;.4 Raz

Tal Kollender

Author: Mark Zuk

@ GYTPOL Limited 2022. All rights reserved. PROPRIETARY AND CONFIDENTIAL.

This document may include reference to technologies that use patents (pending or granted) which are owned by GYTPOL|
Limited or third parties. The use of such patents shall be subject to express written license terms. You shall not copy,
disclose, reproduce, store in a retrieval system, or transmit in any form or by any means whether in whole or in part this
document. GYTPOL Limited accepts no liability and offers no warranty in relation to the use of this document, or any
technology referenced herein as well as associated intellectual property rights except as it has otherwise agreed in writing.

All trademarks and brands are the property of their respective owners, and their use is subject to license terms.

@ www.gytpol.com ><] contact@gytpol.com




CYTPOL

Export GYTPOL certificate

1. Install gytpolClient_x64.msi manually from an elevated CMD.
a. Please follow this user guide to see manual installation steps.
2. Once GYTPOL client is installed, please open mmc from Run and add Certificates
Snap-in using the file menu.

g Console1 - [Console Root]

g E File Action View Favorites Window Help
&

@G New Ctrl+N
gytpolCheck... [
Open... Ctrl+O
Save Ctrl+S
Save As.. The
Add/Remove Snap-in.. Ctrl+M
Options...

1 C\Windows\..\services.msc
2 C\Windows\..\taskschd.msc
3 C\Windows\system32\gpedit.msc

—, Type the name of a program, folder, document, or 4 C\Windows\..\compmgmt.msc

Internet resource, and Windows will open it for you. Bxit
Xi

Open: ‘ mmc v

9 This task will be created with administrative privileges.

OK Cancel Browse...

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected se
snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor & [ console Root

_;;; Active Directory Dom... Microsoft Corp...
[ Active Directory Sites... Microsoft Corp...
: Active Directory User... Microsoft Corp...

-1 ActiveX Control Microsoft Corp...
2 ADSI Edit 4 Microsoft Corp...
za Authorizatiol nager Microsoft Corp...
@ Microsoft Corp... Add >

“. Component Services  Microsoft Corp...
‘A Computer Managem... Microsoft Corp...

.1. Device Manager Microsoft Corp...
+%" Disk Management Microsoft and ...
2 pns Micrnsnft Corn

When you click Add > — choose Computer Account and click Next.

Choose Local Computer and click Finish.

Click OK on the Add or Remove Snap-ins window.

In the Certificates console, browse to Trusted Publishers — Certificates and look for
GYTPOL LTD.

7. Right click GYTPOL LTD — All Tasks — Export

ok w
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E Consolet - [Console Root\Certificates (Local Computer)\Trusted Publishers\Certificates]

Tﬁa File Action View Favorites Window Help

s 2@ 2/ XEE BE

| f_:onso\e Root Al |ssued To Issued By
> mi’ Certificates (Local Computer) Sectigo RSA Code Signing CA
|1 Personal Open
| Trusted Root Certification Au
1 Enterprise Trust All Tasks . Open
| Intermediate Certification Au Cut Export_
v |1 Trusted Publishers
| Certificates Py \
] Untrusted Certificates Delete

| Third-Party Root Certificatior
[ Trusted People

| Client Authentication Issuers Help

| Preview Build Roots

Properties

8. Follow the Export Wizard with its defaults and save the file somewhere in your
network. We will import it to our GPO created in the next steps, so keep in mind it
should be accessible to your Domain Controller.

Creating the GPO

1. Create a folder named gytpol under your domains NETLOGON folder.
- Replace domain.local with your domain name

&1 M = | NETLOGON

Home Share View

« v T L » Network > domainlocal > NETLOGON >
Name Date modified Type
3 Quick access
B Desktop BGinfo 11/21/2021 216 PM  File folder
GYTPOL 1/17/2022 907 AM  File folder

¥ Downloads »
@ Documents »

2. Copy the MSi files only from GYTPOLs Client zip file into that folder

| M @ = |GvTPOL

Home Share View
(_

v T > Network > domainlocal > NETLOGON > GYTPOL
Eay
Name Date modified Type
7 Quick access
B Desktop » r& aytpolClient_x86.msi 1/16/2022 2:24 PM  Windows Installer ...
r@ gytpolClient_x64.msi 1/16/2022 2:24 PM Windows Installer ...

¥ Downloads »
Iﬂ Documents »

@ www.gytpol.com ><] contact@gytpol.com




CYTPOL

3. Copy the gytpolClient_GPO.ps1 script sent you by the GYTPOL team under that
folder (if not sent, please contact support@gytpol.com)

4. Go to your Group Policy Management Console (GPMC) — Forest — Domains —
yourDomainName — Right click and select “Create a GPO in this domain, and link it
here...”

= Group Policy Management
& File Action View Window Help

& 5 28 Xa HEE

154 Group Policy Management [Computer]
v _e_\ Forest: domain.local Scope Det
v |55 Domains z
g=-- y Links
~ F3 domainlocal

sz [Con Create a GPO in this domain, and Link it here..

o [Use Link an Existing GPO.. ¢

s Defa i

& por Block Inheritance

5. Name the GPO as GYTPOL Client Deployment (or any relevant name) — OK

MNew GPO >

Name:
GYTPOL Client Deployment

4 Source Starter GPO: H

(none) v

Careo

6. Right click the policy you created — Edit

7. Go to Computer Configuration — Preferences — Control Panel Settings —
Scheduled Tasks — New — Immediate Task (At least Windows 7)
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=/ Group Policy Management Editor i O X

File Action View Help
e @ EH= HE

. [Computer] GYTPOL deploy task [DCO| | - | [Computer] GYTPOL deploy task [DCO1.DOMAIN.LOCAL] Policy
~ & Computer Configuration

Select an item to view its description.  Name

7 Policies
w [ Preferences & Computer Configuration
| Windows Settings i User Configuration

v Control Panel Settings
@ Data Sources
B Devices
Cﬁ Folder Options
Q Local Users and Group!
(@1 Network Options
H} Power Options

;ﬁ Printers
(@] Scheduled Tasks
Ry Service New > Scheduled Task
v i U_Se' C‘?’?figu'a“c‘ All Tasks > Immediate Task (Windows XP)
W Folicies Scheduled Task (At least Windows 7)
| Preferences Copy . .
Paste Immediate Task (At least Windows 7)
Print
Refresh
Help
I
< > |\ Extended £ Standard /

Creates a new item in this container.

Task Properties:

a. General tab: Name the task “GYTPOL Client deploy”, run it under NT
AUTHORITY\SYSTEM, check Run with highest privileges and select the
Hidden check boxes.

GYTPOL client deploy Properties X

General Actions Condiions Setings Common

o -~ m

Name:

GYTPOL client deploy
Author; DOMAIN\Administrator
Description:
Security options

When running the task, use the following user account:

NT AUTHORITY\System Change User or Group...
® Run only when user is logged on
O Run whether user is logged on or not
Do not store password. The task will only have access to local resources.

[ Run with highest privileges

4 Hidden Configure for:  Windows Vista™ or Windows Server™ 2008 ¥

Cancel Apply Help
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b. Actions tab: click New.

Under Settings - Program/Settings - enter the following:
c:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Add arguments (optional): -executionpolicy remoteSigned -file
“\\yourDomainName\netlogon\gytpol\gytpolClient_ GPO.ps1”

New Action =

You must specify what action this task will perform.

Action: Start a program
Settings
Program/script:

c:\Windows\System32\WindowsPowerShell\w1.0\powe Browse...
Add arguments{optional): -executionpolicy remoteSigned -file "\\dc

Start in(optional):

c. Conditions tab: check Wake the computer to run this task

GYTPOL client deploy Properties

General Actions Conditions Settings Common

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not run
if any condition specified here is not true.

Idle
Cllstart the sk only if the compuer s idke for:_| § minutes
1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes

Power

[] Start the task only if the computer is on AC power
Stop if the computer switches to battery power
£ Wake the computer to run this task
Network

[ Start only if the following network connection is available:

Any connection

et e

@ www.gytpol.com D<) contact@gytpol.com



file://///yourDomainName/netlogon/gytpol/gytpolClient_GPO.ps1

CYTPOL

d. Settings tab: Set the options as shown

GYTPOL client deploy Properties

General Actions Conditons Settings Common

Special additional settings that affect the behavior of the task.

[ Allow task to be run on demand

Run task as soon as possible after a scheduled start is missed

(4 If the task fails, restart every: 1 minute v
Attempt to restart up to: 3 times
1 hour Z

[7] Stop the task if it runs longer than:

e. Common tab: leave default settings

8. Click OKto close the task scheduler properties

Adding the Certificate to our GPO

1. Browse to Computer Configuration — Policies — Windows Settings — Security
Settings — Public Key Policies — Trusted Publishers

2. R.click on Trusted Publishers — Import

3. Browse to the location where the exported certificate is stored and import it to the
Certificate Import Wizard

4. Follow the Wizard with its defaults and the certificate will be shown in the Trusted
Publishers folder in GPMC:

.=/ Group Policy Management Editor
File Action View Help

= H@ 0 e HmE
4 System Services || Issued To Issued By
4 Registry Cal GYTPOLLTD Sectigo RSA Code Signing CA
4 File System

4/ Wired Network (IEEE 802.3) Policies
| Windows Defender Firewall with Adva
| Network List Manager Policies
il Wireless Network (IEEE 802.11) Policies
~ | Public Key Policies
—| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Networ
| Automatic Certificate Request Sett
| Trusted Root Certification Authorit
_| Enterprise Trust
1 Intermediate Certification Authoril
| Trusted Publishers
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Close the GPO window and go back to the Group Policy Management Console (GPMC) —
right click on the GYTPOL Client Deployment object — click Enforced and make sure this is
what you see:

= Group Policy Management
v f_\_ Forest: domain.local
¥ g3 Domains
v #3 domainlocal

#1 [Compute ™ =~~~ -
sz] [Users] BG Edit..
+i| DefaultD.[¥  Enforced
2| DomainC ¥ Link Enabled
2 | Domain C

=Y

Save Report..

Once the GPO is refreshed on the PC/Server it will run the task and you should start seeing
new devices added to the Dashboard.

- You can manually test the policy by running gpupdate /force from an elevated
Command Prompt and check if Powershell.exe executes and msiexec.exe is also
running.
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